
Recommended Reading List

(and continuing education)

Here are some interesting topics for your review.  I have studied this informationmyself inwhole
or in part and I havepersonally utilized these resources to furthermyowneducation. Obviously I
can’t list all of the hundredsof resources I haveusedover the yearsbut I findeachof these topics
tobe fascinating andhope that youwill too! (Pleasenote that video linksmaychangeafter the
date thiswaspublished. If the link is brokenpleaseuse the keywords inmydescription tofind
the video).

Cyber Security

Cybersecurity and Information security are related–in fact, onecanbe said tobea subsetof the
other. The important thing is thatweareprotecting information andphysical access to
resources fromotherswhoare not authorized toaccess them.

Bestpractices apply. Passwordpolicies enforcing strongpasswordsorpassphraseswhich are
changed regularly, strongencryption,MFA (multi-factor authentication), layers of security,
monitoring, physical and/or timeaccess restrictions, software updates, employeeeducation
andother policies are still our bestmeans tominimize criminal activity in a corporate
environment. Additional protectionmaybecomenecessary asAImoves into adominant
position in information technology.

1. Basic cybersecurity principles. This one is an ad forNorton softwarebut lists some
valuablepoints: https://us.norton.com/blog/how-to/cybersecurity-basics

2. Government site: https://www.ready.gov/cybersecurity
3. UtilizingAI for cybersecurity:. Personally, I feel that companies are under-rating security

threatsposedbyAI. Everythinga security analyst canproduceusingAI has aparallel in the
hackingworld. There really is noway toprevent the sameAI “entity” fromproducingboth
malware andanti-malware.
https://www.fortinet.com/resources/cyberglossary/artificial-intelligence-in-cybersecu
rity

Ransomware

Ransomware is not newbut it seems tobemoreprevalent sobeproactive andhaveaplan in
place, becausewewill all opena link in anemail or clickona roguefile at somepoint, ifwe
haven't alreadydone so . Employeeeducation and reminders are important. Make sure all
internet-connecteddevices andfirewalls (andespecially cell phones andPCs/tablets) are fitted
with antimalware that is updatedwith the latest definitions, and turnonheuristic behavior
detection. UtilizeVPNsandendpoint protection. Critical infrastructureorganizations canuse
email filters that convert allmessages to text andblock html emails and images. Regular
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backupsanddata snapshots areessential butmakecertain youdonot restoredata froma
compromisedbackupor image.

Here are someverygoodguidelines fromNIST:
https://www.nist.gov/news-events/news/2021/05/nist-releases-tips-and-tactics-dealing-ra
nsomware

Ransomware recovery. ThisCSOarticledescribes someessentials aroundbackups, o�site
storage, anddisaster recovery:
https://www.csoonline.com/article/571131/ransomware-recovery-8−steps-to-successfully-re
store-from-backup.html

Networks

CiscoCCNALearningAcademy. Free tutorials and tools like “Packet Tracer”which is a network
simulator usingCisco routers and switches. https://learningnetwork.cisco.com/s/

NetworkChuckCCNA (healsoo�ers a free setof YouTube videos):
https://academy.networkchuck.com/ccna

OperatingSystems

I usebothWindowsandLinuxbut youmaywant to take somecoursesonUdemyandCoursera if
youare not familiarwithoneor theother, especially for theCLI interface for LinuxAdministration.
Linux has “powerful” built-in command line tools for security and systemadministrationbut it
takes awhile tomaster them. (The “manpages” and “info” are your friends!). I assumemost
people haveuseddi�erent versionsofWindowsbutmake sure youunderstandauthentication,
scripting, andAD.

General background info forOSAdministration:
https://www.tutorialspoint.com/operating_system/index.htm

Basic commands for LinuxSysAdmin:
https://www.geeksforgeeks.org/beginners-guide-to-linux-system-administration/#

Linux namespaces: https://www.redhat.com/sysadmin/7−linux-namespaces

Infrastructure Security

Our critical infrastructure inNorthAmerica includes anyprocess, activity, or technology that is
essential tomaintain our current base level of existence. This includespowerproduction,
communication, supply chain, agriculture, transportation, government, andeven information
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technology. CISA lists at least 16 sectors.
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastruct
ure-sectors

Youhave tounderstandwhat youareprotectingbefore youcan implement securitymeasures. I
recommend that youwatch some industry videosonpowergrids, steel production,wastewater
treatment, gas andpetrochemical production and fractionation, nuclear power, chemical
manufacturing,mineralmining, and the tools used tomonitor andcontrol these industries like
SCADAandDCS/PLCaswell as their vulnerabilities to attack. Onceyouget somebackground
knowledge it is instructive to look for articles and videosonhow tohack these same tools and
processes. I especially enjoyed the videoon thepowergridbyRustyWilliamsat
https://youtu.be/nJ-eBqEnraE . And since I am fromPittsburgh, PA (the homeofAndrew
Carnegie andUSSteel), steel production has always fascinatedme. I can remember as a kid
watching them pour the hot slagoutsideat night above the river andhow itwouldglow in the
dark. Here are links to acoupleof videos to steel production, seamless steel pipes, and steel
ball production: https://youtu.be/tlNg4205Tpc , https://youtu.be/Rhc_Kkc-vMY ,
https://youtu.be/cG5MQTa458s . Did I happen tomention I’m fromPittsburgh?

Artificial Intelligence

There are some funhands-onexamplesonYouTubebyRadu from theUniversity of Finland. Take
a lookat the tutorials oncreating your ownself drivingcar andoneon facial recognition. Thefirst
oneuses neural networks. https://radufromfinland.com/#about

If youare not familiarwith theconceptsofAI software, look atmachine learning, deep learning,
andneural networks. Twogoodsources I usedwereStanford’s opencoursewareonmachine
learning (MATLAB)byAndrewNG:
https://www.youtube.com/watch?v=jGwO_UgTS7I&list=PLoROMvodv4rMiGQp3WXShtMGgz
qpfVfbU&ab_channel=StanfordOnline and theMITopencoursewarecourseonAI fromPatrick
Winston:
https://ocw.mit.edu/courses/6−034−artificial-intelligence-fall-2010/resources/lecture-1−intr
oduction-and-scope/

Here is another good articleon thenewNSAAI SecurityCenter and theFacebook (aka “Meta”)
interest in AI innovation investment:
https://apnews.com/article/nsa-artificial-intelligence-security-deepfakes-f9b19dd6489088
4cc2b0700ddf66e666

Programming Languages

PythonMastery fromBeginner toExpert (Mosh):
https://codewithmosh.com/p/python-programming-course-beginners
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JsonandAjax: easyW3Schools example: https://www.w3schools.com/xml/ajax_intro.asp .
Here is agreat video tutorial: JSONandAJAX TutorialWithReal Examples LearnWebCode
https://www.youtube.com/watch?v=rJesac0_Ftw&ab_channel=LearnWebCode

SecureC++code. I'mnot sure howold this is so youneed to lookat thecurrent bestpractices
for softwarecoding inC++, andespeciallyCprogramming. Alsobeawareof security regarding
memorypointers andbu�eroverflows.
https://resources.sei.cmu.edu/asset_files/BookChapter/2005_009_001_52710.pdf

Pen Test andForensics Tools

Think like a hacker. Becertain todownloadany security software froma reputable site and then
compare thefile hashwith theonline value. Also scan your downloadedfile formalware. Free
security softwarewouldbeagreatplace to install a Trojan horseprogram.

Wireshark. Wireshark is oneof thebest knownpacket sni�er andnetwork analyzer tools. It is
used forMITManalysis and is useful for reverse-engineering and forensicsofmalware and
network attacks. https://www.wireshark.org/

Kali Linux andParrotOSSecurity. BothOperatingSystemsarepacked full of pentest, forensic,
hacking, reverseengineering, andother tools. I’ve usedbothbut findKali tobeeasier to use. In
either case,make sure youunderstand thecodeandhow itworks. Youdon’twant tobea script
kiddie andyoudon’twant toendup in jail either. It is probablybest toplay in a virtualmachine
environment: https://www.kali.org/, https://www.parrotsec.org/

(Legal) Practice sites for discovering andhacking vulnerabilities: https://tryhackme.com,
https://dst.com.ng/15−vulnerable-sites-legally-practice-hacking-skills/

Virus Total. Virustotal is both afile andURL scanner and security tool. Theoptionson their site
allows you toexplore a specificclassofmalware inmoredepth as you troubleshoot your
system.  https://www.virustotal.com

FTK Imager. This software ismostly usedby lawenforcement and there are similar tools for iOS
andmobiledevices. There are comparable lowcostor free tools for thegeneral cyber analyst in
Kali andParrotOS.  https://www.exterro.com/ftk-imager

IoT Security

The IoT (“internet of things”) has evolved fromsimpledevices like smartwatches andhome
security cams to local smart homes, vehicles, andcloud-connectedapplications anddevices
encompassingwidegeographical areas. Simplistically the IoT is agroupof networkeddevices
that communicatewith eachother and/or amaster server(s) that analyzes the incomingdata,
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makes “decisions” and then relays thosedecisionsback to thedevices. As anexample, your ride
homecouldencompass yourGPS location fromyour car andphone, tra�cconditions from
online sources, outdoorweather sensors andother sensors, and thenunlock your doors, adjust
your indoor temperature, andhaveco�eewaiting for you themoment youenter your homeafter
a longdayatwork!

Manyoriginal IoTdeviceswere notbuiltwith security inmind. Hopefully themajority of newer
devices aremore securebutone still needs toguardagainst side-channel attacksor hopping
fromonedevice toanother toeventually access informationoncore servers.

IoT Full Course (Edureka!): IoT Full Course - Learn IoT In 4Hours
https://www.youtube.com/watch?v=h0gWfVCSGQQ&ab_channel=edureka%21

CloudSecurity

Here are links to security topics from threeof themajor cloud servicesproviders. Make sure you
understandyour contractwith your cloud serviceprovider–they are usually responsible for their
infrastructure, but often youare responsible for any virtual networks, devices, apps, andother
services youcreateor host on their equipment.

1. Microsoft (Azure): https://azure.microsoft.com/en-us/products/category/security/
2. Amazon (AWS): https://aws.amazon.com/security/
3. Google (GoogleCloud): https://cloud.google.com/learn/what-is-cloud-security

Cyber Safety for Kids

Asaparentmyself I ampassionate aboutprotectingour children frommoral filth andpredation
bycyber criminals. Remember, if your child is aminor it isYOUR responsibility as aparent or
caregiver to keep themsafe. Just because their friends all have smartphones and tabletswith
the latest appsandunlimitedaccess to videos andchatdoesn’tmean it is right, or good. If you
arepaying for theminutes then it is your phone that they areborrowing. It is aprivilegeandnot a
right, sobeagoodparent. Install safety features, do randomunannouncedspot checkson their
phones,monitor their online activity. “Do the right thing!”. Cell phones are not safebabysitters
(andchildrencan removeprotective software if youare notmonitoring it).

Here are a fewhelpful links:

1. Aparent’s guide tocyber security:
https://connectsafely.org/wp-content/uploads/securityguide.pdf

2. Tips for familieswith kids. TheYouTubekids suggestion is notpractical as it does not
prevent kids fromaccessing theother YouTubechannels, but theother points arepretty
good. https://familieswithgrace.com/15−cyber-safety-tips-for-parents/
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3. Protecting kids - onlinegovernment site:
https://consumer.ftc.gov/identity-theft-and-online-security/protecting-kids-online

4. Somemoral thoughtson kids andcybersecurity:
https://www.geneva.edu/blog/program-spotlight/the-value-of-christian-principles-in-
cybersecurity-education

5. Or, here is a thought–keepyour kidso�ineasmuchaspossible. Encourageactual
independent thought and real experiences, not fantasyor pretendones theygetonlineor
on TV. Go forwalksor campingorplaygameswith your kids. Ask themabout their
experienceswith school and their friends. Make it easy for them to talk to you.

CaseStudies

1. Stuxnet: Langner’s StuxnetDeepDive. https://youtu.be/zBjmm48zwQU . Ralph is a
goodspeaker and subtly humorous. Thepresentation is technical so if youare a nerd like
mewith someknowledgeabout reverseengineering, then youwill really enjoy this. I
found thedetailswereeasier to follow if I listened to the videowithoutwatching the visual
presentation. The storybehind-the-scenes is everybit as intriguingas anycrimedrama
on TV!

2. SolarWinds. This onewas interestingbecause themalwarewas injected into the software
updates. (Perhaps agood reason tofirst test patches andupdates in a virtual environment
in lieuof turningonautomatic updateson theproduction servers). Malwarewas installed
as networkdeviceswere automatically “patched”.
https://www.csoonline.com/article/570537/the-solarwinds-hack-timeline-who-knew-
what-and-when.html

3. Physical andcyber attacksoncritical infrastructure:
https://centerforsecuritypolicy.org/recent-critical-infrastructure-attacks-expose-our-
vulnerability-and-the-need-for-change/

SecurityGurus andSites that I follow from time-to-time

1. Sans:  https://www.sans.org
2. GRC research (SteveGibson): https://www.grc.com/intro.htm. Steve is oneofmy

favoritepodcasters. Lookuphowhe reverse-engineered thebot software to thwart a
DDOSattack inprogressonhis site andeven surprised thecriminal by “showingup” and
warning theattacker todesist in his own secureprivate chat roomon thedarkweb.

3. NetworkChuck: https://learn.networkchuck.comCourses in awide varietyof topics
includingCCNA, PythonProgramming,MSWindows, Linux,CloudComputing,Docker,
Kubernetes, Ethical Hacking, etc.

4. BruceSchneier: Schneier onSecurity. BruceSchneier is oneof the long timeexperts in all
things security. Hewrites about awide varietyof relevant topicsonhis blogandalso
addressesconcerns regards to national security.

5. ‘TheArt ofWar’ bySun Tzu. Okay, technically this is not abookoncybersecurity and they
probablydidn’t havedigital technology in 500B.C., but this is a “must read” for anyone
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whoparticipates in cyberwarfareof any kind. Iwill leave youwith this quote from thebook
“If you know theenemyandknowyourself, you neednot fear the result of a hundred
battles. If you knowyourself but not theenemy, for every victorygainedyouwill also su�er
adefeat. If you knowneither theenemynor yourself, youwill succumb ineverybattle.”
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